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Abbreviations
DSC Digital Signature Certificate
NPAPI Netscape Plug-in Application Programming Interface
NICNET National Informatics Center Network
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SSL Secure Socket Layer
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Introduction

Till recently the web-based applications were using applet-based technology to achieve digital signing that used
Java plug-ins (NPAPI plug-in) provided by browsers (Chrome, Firefox, and Internet Explorer etc.) to run applet
inside the browser.

The latest versions of all browsers started discontinuing the applet support (around the Year 2016-2017)
essentially to firm up the security. The signing mechanisms that eOffice (or for that matter any other web
application) was using earlier, therefore, also had to change. Digital Signer Service 4.1 was developed and released
and it works with the latest browsers which do not require applet to run.

In version 4.1, multiple URLs were being used for signing/authentication/registration purposes, and this was quite
complex for consuming applications. To make it simple, in the version 6 of Digital Signer Service a single URL was
provided for signing/authentication/registration purposes. A new functionality was also provided for single or
multiple signatures on a single PDF document as well as for bulk signing of PDF documents. Also, user(s) can add
multiple token drivers in MAC/Ubuntu machines.

In the previous versions, each response was containing CRL files inside of it, and the response was being kept
inside database due to which it was taking database too heavy. To overcome this issue, in the current version CRL
files are being stored in database separately from response. And the reference of CRL files is being passed with
each transaction. In current version, custom CA signed SSL certificate is being used as self-signed SSL certificate is
no longer supported by all major browsers after some security updates, while in previous versions, Self-Signed SSL
certificate was being used. Also, multi-language support is added with the Ul to make it more interactive, currently
two languages are being supported - English & Hindi. In future, more languages will be provided.

It is essentially a service that would require to be installed one time in the individual windows/MAC/Ubuntu
client’s machines of the user.

This document provides very simple steps that will guide the user to install the signer service smoothly on his/her
local client machine and also provide help to the users of eOffice in their respective departments/states.

New Features and Enhancements

1. Log4j vulnerability has been removed.

New SSL certificate has been provided with the expiration date of 27th Aug 2028.

3. This version of Digital Signer Service comes with bundled JRE, thus there is no need to install Java
manually. Also it is independent of Java installed in a user’s machine.

N

NIC, 2022 Ver. 7.x.x
6




-
e@ffice
p—
A DRGITAL WORK PLACE SOLUTION

Existing Features

1. Enhanced Light weight response due to CRL files are being kept separately from response object, which
require less space inside database.

2. Multi-language support is added with Ul. User can choose language as per his/her convenience. Currently
supporting English & Hindi language only.

3. Enhanced password window for MAC OS.

4. Backward compatibility with previous version 6.1.3

5. Improved message & exception handling.

6. Improved logs.

7. Multiple signatures on a single PDF

8. An enhanced & modified interface is created for all platforms (Windows/MAC/Ubuntu) additionally; the
user(s) can add/configure new token(s) to work with MAC/Ubuntu client machines.

9. Improved messages & exception handling.

10. Users can remove the signature from pdf files(s) and can also get details of previously signed pdf file(s).

11. In a single go, Digital Signer Service 7.0.0 can be installed silently on multiple machines.

12. Updates can now install automatically.

13. Windows users can remove/uninstall Digital Signer Service 7.0.0 from Control Panel.

14. Quick Help.

15. Custom CA signed SSL Certificate is added to provide secure channel communication with consuming
application(s).

NIC, 2022 Ver. 7.x.x
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Section1: Digital Signer Service

Procedure to download Digital Signer Service
The Digital Signer Service 7.0.0 can be downloaded from (as per client’s machine 0S):

https://docs.eoffice.gov.in (NICNET user(s))
OR

https://eoffice.gov.in, shown in Fig.1.1 & Fig1.2:

Fig.1.1

sl e Film S efile - warking in hindi [ W3 erile . working in hindi T ContactUs -4 A A

] i v F HH =

ABDUT US PRODUCTS DOWNLOADS TRAINING IMFLEMENTATIONS  MEDIA CORNER

CONNECT

datagov()

govin
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1. Windows (For installation steps refer Section 2 Windows)
2. MAC (For installation steps refer Section 3 MAC)

3. Ubuntu (For installation steps refer Section 4 Ubuntu)

Client’s Machine Requirement:
The Digital Signer Service is available for following OS client’s machine:

Minimum client’s machine Requirements

Windows OS Windows 10 & above.
MAC 0S MAC 10.7 & above.
Ubuntu OS Ubuntu 18 & above.

Availability of port 55103

Note:
For Digital Signer Service 4.1 the available ports is 55101.

NIC, 2022 Ver. 7.x.x
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Section2: Windows OS

Download the Digital Signer Service 7.0.0 and related utilities (available as a single bundled zip file) from one of the
URLs mentioned previously.

Identifying Your System

e Unzip the downloaded folder, locate and run Check_System_Details.bat file from downloaded bundle (Digital
Signer Service 7.0.0 Windows Installer folder, Fig.2.1) to check if user machine has java installed or not.

Name Date modified Type

Digital Signer Service 7.0.0 Windows Installer /27

/2020 11:53 AM  File folder

pre-requisites 7/27/2020 11:54 AM  File folder

Fig.2.1

e This also checks that if port 55103 is free or not and displays an appropriate message as shown in Fig.2.2:

BN CAWINDOWS\system32hernd. exe = [} *
Y

Note:

1. In case .bat file does not run, refer to Annexure IV for manually identifying the JAVA, OS and Digital Signer

Service status details.

NIC, 2022 Ver. 7 .x.x
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Pre-requisites for Digital Signer Service Installer for Windows

Following four activities to be completed by User(s).

certificate revocation status.

S. No. | Activities Remarks
1. Add/ Import SSL certificate to the browsers. To Add/ Import SSL certificate to the browsers
(Refer Annexure I for steps).
) Internet connectivity is required to check for | Check the Internet connectivity at every client

machine.

Note for System Administrator(s)

System Admin should keep updated CRL(s) at
CRL download location.

S.No. | Activities Remarks
For eOffice instances hosted in a closed
.env1ronm_ent (i.e. where internet connectivity CRL should be downloaded manually by the
1. is not available, or servers are hosted locally)

System Administrator.

NIC, 2022 Ver. 7.x.x
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Installation Guidelines for Windows OS

For Bulk User:

Administrator(s) can install the Digital Signer Service in silent mode on multiple systems through windows server.

For Single User:

e Locate and select the Digital Signer Service 7.0.0_x64.msi file from the downloaded bundle as per the system
configuration (64 bit respectively).

o Double click required msi file to start the installation as shown in Fig.2.3:

ﬁ-‘ Digital Signer Service 7.0.0_x64 3/19/2020 2241 PM  Windows Installer ... 29,961 KB
@ Digital Signer Service 7.0.0_x86 3/19/2020 2:41 PM Windows Installer ... 29,934 KB
Fig.2.3

o A welcome page appears, click Next ()button to continue as shown in Fig.2.4:

&5’ Digital Signer Service 7.0.0 Setup X

Welcome to the Digital Signer
Service 7.0.0 Setup Wizard

The Setup Wizard will install Digital Signer Service 7.0.0
on your computer. Click Next” to continue or "Cancel”
to exit the Setup Wizard.

Garel
Fig.2.4

NIC, 2022 Ver. 7.x.x
12




e@ffice

A DIGITAL WORK FLACE SOLUTION

o End-User License Agreement window appears, read the agreement. Click I Accept radio button and then click

Next () button as shown in Fig.2.5:

e For custom installation, click Browse () button, select the directory as shown in Fig.2.6 and click

Next () button.

; ]ﬁ] Digital Signer Service 7.0.0 Setup

End-User License Agreement

Please read the following license agreement carefully

Terms & Conditions

The following terms have meanings as described below:

“Application” - Digital Signer Service (Any version)

accept the terms in the License Agreement
(D1 do not accept the terms in the License Agreement

eOffice Project Division - NIC

Fig.2.5

OR

e For default installation, click Next () button, as shown in Fig.2.6:

n&l Digital Signer Service 7.0.0 Setup . -
Select Installation Folder
This is the folder where Digital Signer Service 7.0.0. will be installed.

To install in this folder, dick Next". To install to a different folder, enter it below or dick

"Browse™,
Folder:
C:\Program Files\Digital Signer Service\7,0.0.\ v ]

OR

eOffice Project Division - NIC - .

<on ==

NIC, 2022

Fig.2.6
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o Install SSL Certificate (for first time installation at clients’ machine) screen appears, select Yes radio button
and then click Install () button as shown in Fig.2.7 (a):

5 Digital Signer Service 7.0.0 Setup
Upgrade Older Versions & Install SSL Certificate
Search and upgrade older versions of Digital Signer Service 7.0.0

Chick “Instal” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Clidk "Cancel” to exit the wizard.

Do you want to install SSL certificate?

la @es [
Ono

NOTE: SSL certificate is mandatory, without SSL certificate, Digital
Signer Service will not work properly. If you are a single user kindly
choose "Yes",

eOffice Project Division - NIC

cous e
Fig.2.7 (a)

OR

e Upgrade Older Version & Install SSL Certificate (previous version exists in clients’ machine) window
appears asking for SSL certificate, now, to remove the older version or for side-by-side installation select the
respective option.

e Also, to add SSL certificate in Internet Explorer browser, select Yes radio button and then click Install

() button as shown in Fig.2.7 (b):

5! Digital Signer Service 7.0.0 Setup X
Upgrade Older Versions & Install SSL Certificate
Search and upgrade older versions of Digital Signer Service 7.0.0

The Setup Wizard can search for older versions of Digital Signer Service and remove
them. Do you want to remove those versions?

es, remove older versions. ©No, install side by side with other versions.

Do you want to install SSL certificate?

@= O

NOTE: SSL certificate is mandatory, without SSL certificate, Digital
Signer Service will not work properly. If you are a single user kindly
choose "Yes".

eOffice Project Division - NIC

<Back || instal | Cancel
Fig.2.7 (b)

Note:

NIC, 2022
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SSL certificate is mandatory for signing purpose, if user clicks No option while installing the Digital Signer Service,
then they have to install the certificate manually in Internet Explorer as well (To Add/ Import SSL certificate to the

browsers refer Annexure I).

e Side by Side installation: Process will take some moments to complete the installation and click Finish

dﬂ) button as shown in Fig.2.8.

o Upgrade to new version: Process will take some moments to uninstall the Digital Signer Service 6.1.x series

and complete the installation of Digital Signer Service 7.0.0 and click Finish (ﬂ) button as shown in
Fig.2.8:

ﬂ%l Digital Signer Service 7.0.0 Setup X

Welcome to the Digital Signer
Service 7.0.0 Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

View readme file

Launch Digital Signer Service 7.0.0

coffice

<Back Cancel
Fig.2.8

Note:

User(s) can run the two different versions of Digital Signer Service simultaneously as per the requirement of

consuming applications.

e This completes the installation of Digital Signer Service 7.0.0 for Windows user(s).

e Ashortcut will be created on the desktop, named Digital Signer Service 7.0.0.

e Also, a Digital Signer Service icon (ﬂ) will appear in the system tray (in the bottom-right corner of
monitor) which indicates that Digital Signer Service is running in the system, as shown in Fig.2.9:

o Now, whenever the system is turned on the Digital Signer Service will start automatically.

NIC, 2022 Ver. 7.x.x
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Steps to manually START/ STOP the Digital Signer Servic

e 7.0.0 are:

e To start the service, double click the desktop icon “Digital Signer Service 7.0.0”".

e The service will take a few seconds to start and once it is

started it will appear in system tray.

e Right click on the Digital Signer Service Icon (-) from the system tray & select Open/ Stop button as per

requirement, as shown in Fig. 2.10:

A T = Er.-.ns..
Fig.2.10

e Digital Signer Service application window appears, to s
button, as shown in Fig.2.11:

A DIGITAL WORKPLACE SOLUTION

top the service click Stop Service(M)

e®ff ice Digital Signer Service

v7.0

Welcome to Digital Signer Service 7.0.0.

Service is configured on port 55103.

then click "Stop Service" button.

NOTE :If you want to stop the Digital Signer Service running on your system

e

Fig.2.11

e Warning pop-up window appears, click Yes (

)
Fig.2.12:

button to stop the Digital Signer Service, as shown in

WARNIMNG: Stop Service

Yes

; l*_-. Do you really want to stop Digital Signer Service?

>

Mo

Fig.2.12

o The Digital Signer Service gets stopped and icon will disappear from the system tray.

NIC, 2022 Ver. 7.x.x
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Change language in Digital Signer Server 7.0.0 (Windows 0S)

e To change the language, click %*| button as shown in Fig.2.13:

@ffice Digital Signer Service “

v7.0
A DIGITAL WORKPLACE SOLUTION

Welcome to Digital Signer Service 7.0.0.
Service is configured on port 55103.

NOTE :If you want to stop the Digital Signer Service running on your system
then click "Stop Service" button.

Fig.2.13

e Select the language and click Save button as shown in Fig.2.14:

e ff i C e Digital Signer Service

v7.0
A DIGITAL WORKPLACE SOLUTION

Settings

Choose Language %English

e T &

Fig.2.14
o The Digital Signer Service will appear in the selected language as shown in Fig.2.15:
P@fflce Digital Signer Service <
3 ORKPLACE SOLUTION \ G
[#f | mda i [ A |
T o | & M
vt a
Fig.2.15
Note:

1. To import the SSL certificate refer Annexure I (Add/ Import SSL certificate to the Browsers).

NIC, 2022 Ver. 7.x.x
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Section3: MAC

Download the Digital Signer Service 7.0.0 and related utilities (available as a single bundled zip file) from one of the
URLs mentioned previously.

Pre-requisites for Digital Signer Service Installer

Following four activities to be completed by User(s).

S.No. | Activities Remarks

To Add/ Import SSL certificate to the browsers
(Refer Annexure I for steps).

Internet connectivity is required to check for | Check the Internet connectivity at every client
certificate revocation status. machine.

1. Add/ Import SSL certificate to the browsers.

Account Password is required for installing Digital
Signer Service.

3. Account password setting.

Note for System Administrator(s)
S.No. | Activities Remarks
For eOffice instances hosted in a closed
environment (i.e. where internet connectivity
1. is not available, or servers are hosted locally)
System Admin should keep updated CRL(s) at
CRL download location.

CRL should be downloaded manually by the
System Administrator.

NIC, 2022 Ver. 7.x.x
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Installation Guidelines for MAC OS

e Locate the DigitalSignerService-macos-installer-x64-7.0.1.pkg file in the downloaded folder as shown in
Fig.3.1.

Bl
®
0

[
o
8l

< Digital Signer Service 7.0.1 88 = 0 =2

Name Date Modified

Ia DigitalSignerService-macos-installer-x64-7.0.1.pkg I Today at 11:03 AM

Fig.3.1
e Open the DigitalSignerService-macos-installer-x64-7.0.1.pkg file.

e While installing the Digital Signer Service 7.0.1 for the first time, a security prompt will prevent the installation
process as MAC OS cannot identify the developer of the application, so click OK (ﬁ) button as
shown in Fig.3.2:

“Digital Signer Service
7.0.1_x64.pkg” cannot be opened
because it is from an unidentified

developer.

macOS cannot verify that this app is free
from malware.

» created this

e In order to allow the installation process, open Security & Privacy in System Preferences as shown in
Fig.3.4:

®a > fiff System Preferences | 2 k= |
4 Pankaj Shakya a ==
Apple ID, iCloud, Media & App Store
Apple ID Family
> Sharing
General Desktop & Dock & Mission Siri Spotlight Language Notifications
Screen Saver Menu Bar Control & Region Focus
(@) v £ L | @&
internet Passwords Users & Accessibility Screen Time Extensions Security
Accounts Groups & Privacy
€ @ @ —
= —
Software Natwork Bluetooth Sound Keyboard Trackpad Mouse Displays
Update
- ¢ % B e =
& e == e
Printers & Energy Date & Time Sharing Time Startup
Scanners Saver Machine Disk
&
Java

Fig.3.3

NIC, 2022
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e Under General Tab, Click Open Anyway () button shown adjacent to the Digital Signer Service
7.0.1 application in Allow apps downloaded from as shown in Fig.3.4:

[ N L4 it Security & Privacy ':]‘.-{1 :(

FileVault Firewall Privacy

A login password has been set for this user Change Password...

Require password immediately B after sleep or screen saver begins

Allow apps downloaded from:

“Digital Si....1_x64.pkg" was blocked from use because it is not from Open Anyway
an identified developer.

]
[E Click the lock to make changes. 7

Fig.3.3

e After this, again open the DigitalSignerService-macos-installer-x64-7.0.1.pkg file.

e (lick Open () button on the security prompt that appears in order to allow and start the

installation process as shown in Fig.3.4:

macO0$S cannot verify the
developer of "Digital Signer
Service 7.0.1_x64.pkg". Are you
sure you want to open it?

By opening this app, vou will ba
overriding system security which can
expose your computer and personal
information to malware that may harm

your Mac or compromise your privacy.

NIC, 2022
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e (lick Continue () button on the screen that appears as shown in Fig.3.5:

@ Introduction

w Install DigitalSignerService-7.0.1
Welcome to the DigitalSignerService-7.0.1 Installer

Digital Signer Service-7.0.1

This will install Digital Signer Service-7.0.1 on your computer.
You will be guided through the steps necessary to install this
software.

Click “Continue” to continue the setup

Fig.3.5

Note:

When the application is not being installed the first time (i.e. Second time installation or later), then on opening

the installer, the next screen/window that will appear will be as shown in Fig.3.5.

e Again, Click Continue () button on the screen that appears as shown in Fig.3.6:

Intreduction

@ Licence

@ Install DigitalSignerService-7.0.1

Software Licence Agreement

TERMS & CONDITIONS

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION

THE FOLLOWING TERMS HAVE MEANINGS AS DESCRIBED
BELOW:

“Application” — Digltal Skgner Service (Any version) “Owner”

("feOffice Division - NIC") or "Operator” or “we™ ("us™ of "our”) means a
natural or legal person, which owns tha axclusiva rights for the objacts
of intefiectual property — the AppHcation,

“User" (“Users”) means a parson (individual) who has installed the
Application on the appropriate technical device and or use the
Application, or otherwise has an access 1o the functionality of the
Application. "Personal Data™ - IP & MAC address of machine on which
you are running Digital Signer Senvice. “Calling application” —

As Digital Signer Service doesn 1 work independenily. It always

works with the conjunction of any of the Web Applications ke

eFile, Sparrow eic,

Print... Save... Go Back

NIC, 2022

Fig.3.6
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o In the following screen, click Agree ( button as shown in Fig.3.7:

W Install DigitalSignerService-7.0.1

Software Licence Agreement

Introduction

® Licence

TERMS & CONDITIONS
_ TERMS AND CONDITIONS FOR USE. REPRODUCTION, AND

To continue installing the software you must agree to the terms of the
software licence agreement.

Click Agree to continue or click Disagree to cancel the installation and quit

the Installer.

Read Licence

. It atways
works with the conjunction of any of the Web Applications like
eFlle, Sparrow elc.

Print.. Save... Go Back Continue

Fig.3.7

e Then, Click Install ( button as shown in Fig.3.8:

¢ Introduction
Licence
Destination Select

® Installation Type

@ Install DigitalSignerService-7.0.1

Standard Install on “Macintosh HD"

This will take 122.6 MB of space on your computer.

Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will
be able to use this software.

Go Back

= |

NIC, 2022

Fig.3.8

22



e@ffice

A DIGITAL WORK FLACE SOLUTION

User will be required to enter the System Password in order to proceed the system security pop-up as shown in

Fig.3.9:

w !

Introduction This wills
Licence Click Insta
T for all usel
Destinat lect
estination Selec be able to

#® Installation Type

Standard Install on “Macintosh HD"

—

B software
Installer

Installer is trying to install new software

Enter your password to allow this.

eOffice

[0 )

Cancel

Go Back Install

User will be again required to enter System Password in the system security pop-up in order to add SSL

Certificate in the browsers as shown in Fig.3.10:

Fig.3.9

v |

Introduction
Licence
Destination Select
Installation Type Running |

® Installation
.

Installing DigitalSignerService-7.0.1

security

You are making changes to the System
Certificate Trust Settings. -

Enter your password to allow this,

eOffice

( J

Cancel

NIC, 2022

Fig.3.10
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This completes the installation of Digital Signer Service 7.0.1 for MAC and user can close the installation

window using the Close (£ Clowe } button as shown in Fig.3.11:

After successful installation, in the pop-up message that appears, user can either retain the installer in the

system using Keep () button or delete the installer using Move to Bin () button as

shown in Fig.3.12:

NIC, 2022

Introduction
Licence
Destination Select
Installation Type
Installation

® Summary

2

& Install DigitalSignerService-7.0.1

The installation was completed successfully.
Digital Signer Service 7.0.1
Thank you for installing Digital Signer Service-7.0.1
Run Digital Signer Service 7.0.1

Double click on Desktop Icon or Go to Launchpad/Applications and click on
Digital Signer Service-7.0.1.

Uninstall Digital Signer Service-7.0.1
Double click/Execute the following file to uninstall Digital Signer Service-7.0.1.

Finder: /Applications/
Uninstaller_DigitalSignerService_7_0_1

Copyright © 2021, Centre. All rights reserved. Digital Signer Service

and I1s use subject to & Iconso agreemant and are also subject 1o copyright and/or other
laws.

> |

Fig.3.11

¥ Install DigitalSignerService-7.0.1
The installation was completed successfully.
Digital Signer Service 7.0.1
Introduction
Licence
Destination Select |
Instafiation Type L I! S Appications and click on
Installation
® Summary I?o'you .wnnt to move the
“DigitalSignerService-7.0.1"
Installer to the Bin?
To keep this package in its current Mgital Signer Service-7.0.1.
location, click Keep.
: 1
Keep Move to Bin
m.mmnnmmwnm SUtyect 1o copyright andior othar
\aws.
| & " |

Fig.3.12
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e The application can now be accessed either through the Desktop Icon or through the Launchpad icon.

Uninstallation Guidelines for MAC OS

e Open Finder window and then Click Applications from the left menu as shown in Fig.3.13.

< Applications
[

I8 Adobe Acrobat Reader DE
B AnyDesk
& #on Store

L] L]

& AkDrop

) Recents

I A Aoplications I

2 Deskiop

™ Decuments.

(@) Downloads

2 eoffice_test

Lueations
o eOffice_Test's iMac
@ WD PROXKay &
& WD PROXKey

]

(@ Books

8 Calculator
“* Calendar

BB Chess

B cisco

W Contacts

* 5 Conternts

CryptoaTools
B Dictionary
) Digitai Signer Service 417
@ Dighai Signer Sarvice 7.0.1

e Locate Uninstaller_DigitalSignerService_7_0_1 from list of applications and Open it as shown in Fig.3.14:

< Applications 88

ii
B
0
B

..... g2y O O O~ Q

Name Date Modifle

O Safari 24-Aug
@ shortcuts 24-Aug-202
@ siri 24-Aug-20
WV SmartSVN 16-May-2022 a
_ Stickies C
@ stocks
& System Preferences
TCSCASmartToken
[ TeamViewer 14-Aug-2
/ TextEdit 24-Aug-2
@ Time Machine 24-Aug

9 PM

@B Voice Memos

e In the following window, enter the System Password in order to proceed with uninstallation process as shown
in Fig.3.15:

NIC, 2022
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- (=] ~ = Uninstaller_DigitalSignerService_7_0_1 — sudo — 80x24

Fig.3.15

e Asprompted, enter Y to continue the process as shown in Fig.3.16:

- @ ~ = Uni ller_DigitalSi: Service_7_0_1— bash « sudo — 80x24

Fig.3.16

e After this, the Digital Signer Service 7.0.1 gets successfully uninstalled from the system as shown in Fig.3.17:

(=] [ [ ~ — Uninstaller_DigitalSignerService_7_0_1— 80x24

Fig.3.17

In case the Digital Signer Service does not start automatically with system startup, follow the below steps:

e (o to System Preferences and click Users & Group, as shown in Fig.3.18:

NIC, 2022 Ver. 7.x.x
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e Browse the Digital Signer Service and click the Add m) button, as shown in Fig.3.20:

e@ffice
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Select Current Login User, click Login Items tab and then click + icon, as shown in Fig.3.19:

Now, the Digital Signer Service will appear under Users & Group screen (Fig.3.21) and whenever the system

Slgn in to your Appie 1D

Set up Cioud, tha Apn Stars and o,

B @ . E ¢ @ B =

Ganeral

@

frtmennt
Agcatsits

&
-

@ 0 N &

Hatwark Blueteath

E o

Siclncar En tiate & Time Sharing

oy
Suumr

e —

Deskinn & Dock Wisslan sirt Spotiight. | Language  Mattticaticns
S e Cantral & Hogian
Accessibiity Scroen Time  Eriengions . Secuity
& Privsey

Sound Printers &  Keyboand Trackmad Mouss
Scannnrs

Sign In

®
i

o

Startip
Disk

Fig.3.18

Users & Groups Q

eOffice_Test
& Admin

Item
‘ java

‘ To hide an application when you log in, select the tickbox in the Hide column
next to the application.

m Login Options ‘

& Click the lock to make changes.

These items will open automatically when you log in:

Kind Hide
Unix executable

Fig.3.19

<_ K =

Favourtes
B recants
o Applications

B Decuments
0 oewitoads
i} sattice test

Logafins

13 Matwark
tdia

ﬂ Music

85 Fhotos

H dovies

1 aciffica_Tast's i

85 Deshiap

11

=

= Blank Pop Lip window

£/ Digitad Signer Servica 7.0.0

159 Digratsignar. MACI stallar
1| DigitatSigner...r Updated. zip
[ DSC Streans

& D30 Sgnar 5. 140218, pot
@ DSC Lego 1045024 gng
I8 osc_signer Service
I dsct Dicons.ions

i 10240l
W JOK 7 Update 80.pkg
& dkeBu171em. can-x6d dmg
Mae g xt

= Overiapping

= Fath rat she. hiding service
W Scresn Recor..11.31.13 AM
— Screan Recor..11.34.16 AM
m Screpnshat 2.1 3.20.36 P

v Q

Digital Signer Service 7.0.0

Al -1AMB

Information

Created Today, 12:55 PM
Today, 12:55 PM

Fig.3.20

is turned on the Digital Signer Service will start automatically.

NIC, 2022
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These items will open automatically when you log in:

Users & Groups Q

Password l.umg-ﬂ Ioms

| "% Digital Signer Service 7.0.0 Application

Kind Hide

Unix executable

To hide an application when you log in, select the tickbox in the Hide column
next to the application.

® % it
| #n eOffice Test
S admin
lkem
- java
m Login Options £l
[j Click the fock to make changes:

Fig.3.21

Steps to manually START/ STOP the Digital Signer Service 7.0.0 are:

requirement, as shown in Fig. 3.22:

To start the service, double click the desktop icon (

Left click on the Digital Signer Service icon from the menu bar & select Configure/ Stop button as per

button, as shown in Fig.3.23:

B 3 & Mn9a7aM Q @ =
Add New Token] |
Configure
Stop
Fig.3.22

Digital Signer Service application window appears, to stop the service click Stop Service M)

e@ffice

Digital Signer Service (<]

v7.0

A DIGITAL WORKPLACE SOLUTION

Choose Token [proxkey—new

Y

(/] register as default token.

Token Path i/lib/wdProxKeyUsbKeyTool/libwdpkcs_Proxkey.dylib

Fig.3.23

NIC, 2022 Ver. 7.x.x
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e Warning pop-up window appears, click Yes
Fig.3.24:

) button to stop the Digital Signer Service, as shown in

WARMING: Stop Service X

i n Do you really want to stop Digital Signer Service?

Yes Mo

Fig.3.24

NIC, 2022 Ver. 7.x.x
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o The Digital Signer Service gets stopped and icon will disappear from the menu bar.

Note:

1. While using the Digital Signer Service application if a token is plugged-out or not properly plugged-in before
signing, then, occasionally user has to manually restart the Digital Signer Service. This issue is tokens specific, so to
avoid this ensure that token is properly plugged-in before proceeding for Signing/Authentication/Registration
process. For restarting the Digital Signer Service manually, refer Annexure II (Troubleshooting - Problem 1).

2. There are many providers for DSC tokens and sometimes issue(s) specific to DSC token hardware may come, for
which the respective vendor may be approached.

3. To import the certificate refer Annexure I (Add/ Import SSL certificate to the Browsers).

4. Refer to Annexure IV for manually identifying the JAVA, OS and Digital Signer Service status details.

NIC, 2022 Ver. 7.x.x
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Add Token(s) in Digital Signer Service (MAC OS):

This feature allows the user to use a new token which is not listed in the application. For this first, check whether
the token is listed in this application or not. If it is listed then just register this token as default token by checking
“register as default token” otherwise proceed to follow the steps to add a new token.

Steps to add new token in Digital Signer Service are:

e Open Digital Signer service app and click Add New Token (_) button, as shown in Fig.3.25:

= . e . . "4
e®fflce Digital Signer Segr.lg,tg

A DIGITAL WORKPLACE SOLUTION

Select Token LSeIect Token

Token Path

(] register as default token.

&

Fig.3.25

Note:

Help: Click Settings (@) icon for “About and How to add token?” steps.

e@fﬂce Digital Signer Service (<]

v7.0
A DIGITAL WORKPLACE SOLUTION

[ settings | How to add token? | About |

Step I :Install device/token driver.
Step 2 : Plug-in token.
Step 3 : Click "Add New Token" button.

Step 4 : Enter the valid token name (must contain vendor name) & path.
Click "Save" button.

Step 5 : Password window will be prompted, enter the valid password &
click "Ok" button.

5

Fig.3.26

Home ( & ): To go back to Home screen of Digital Signer Service

NIC, 2022 Ver. 7.x.x
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e Provide Token Name, Token Path and click Save (-) button, as shown in Fig.3.27:

e®ffice Digital Signer Sef??r.i(;:.g

A DIGITAL WORKPLACE SOLUTION

Token Name watchdata Back

Token Path »/wdProxKeyUsbKeyTool/libwdpkcs_Proxkey.dylib]

Hide Service Stop Service

Select All

Note:

1. Token Name & Token Path is mandatory.

2. User can also copy & paste the Token path in the Digital Signer Service (Fig.3.27).

3. The token name should be relevant like if a user is adding token of epass then the token name must include

“epass” in its name e.g. epass-new, new-epass, etc.

oK

e Login window appears, enter the Token Pin and click OK ( ) button as shown in Fig.3.28:

Digital Signer Service
v7.0.0

Token Name )wat{ hdata ‘ Back

Token Path *ibfwdmeKeyLIsbKeyToolfIibwdpkcs_Prnxkev.dvlib‘

@ Enter smart card PIN code -
Enter PIN to access your smart card:

ok ]| cancel |

NIC, 2022
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o The certificate list appears, if valid certificate is displayed, click Confirm (m button, else click

Reject

Reject ( ) button, as shown in Fig.3.29:

o Certificate List(s)
| Serial Number | Expiry Date Issued To | Issued By
2514125296471745580 FriDec 18 14:12:19 15T CN=Test C20rgG, CN=5afe5crypt sub-CA for
2020 0ID.2.5.4.20=339ea80be | RCAI Class 2 2014,

7abfSb9af3a4043be6lbl  OU=Sub-CA, O=Sify
fa27ef19134b0ffd6f2ec8c | Technologies Limited, C=IN
329383c3127,

ST=Karnataka,

0ID.2.5.4.17=560100,

O=test, C=IN

- f intended certificate is being displayed over here, then Click "Confirm® button to continue otherwise
click "Reject” button and try again.

Fig.3.29

o Token details get added successfully, click OK () button as shown in Fig.3.30:

e _ ffice Digital Signer Service

v7.0.0

A DIGITAL WORKPLACE SOLUTION

@ Info: New Token ;
Token Name \ Back

Token added successfully.
&

Fig.3.30

Token Path

roxkey.dylib

Note:
1. Similarly, user can add more new token(s).

2. This is a one-time activity, so it is not required to add already existing/added token again while using the Signer

Service.

NIC, 2022
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Register Token in Digital Signer Service (MAC 0OS):

Steps to register the token with Digital Signer Service are:

e Left click the menu bar icon n click Configure option, as shown in Fig.3.31:

@ % & Mon10:32AM Q @ =

Add New Token

Stop

Fig.3.31

o The digital Signer Service window appears, select token from the drop-down list, as shown in Fig.3.32:

éfflce Digital Signer Se:‘glgg

A DIGITAL WORKPLACE SOLUTION

Select Token || Select Token I 4* _

Select Token
Token Path Safesjgn

gemalto
(] register ay eMudhra

&

Fig.3.32

e Token path for the selected token gets populated in the Token Path Field.

o Select checkbox for setting the token as default token, as shown in Fig.3.33:

Digital Signer Service

v7.0.0

A DIGITAL WORKPLACE SOLUTION

Select Token lwatchdata M _

Token Path /WatchData/ProxKey/lib/libwdpkcs_SignaturePl1l.so

register as default token.
&

Fig.3.33

NIC, 2022 Ver. 7.x.x
34




e@ffice

A DEGITAL WORK FLACE SOLUTION

e Confirmation window appears, click Yes () button as shown in Fig.3.34:

effice Digital Signer Service “

A DIGITAL WORKPLACE SOLUTION

@ Confirm: Default Token

Hide Service Stop Service {(:)}

Fig.3.34

Change language in Digital Signer Server 7.0.0 (MAC 0S)

e To change the language, Click Settings button as shown in Fig.3.35:

(«E’,"ffice Digital Signer Service [

v7.0
A DIGITAL WORKPLACE SOLUTION
Token Path 1/lib/wdProxKeyUsbKeyTool/libwdpkes_Proxkey.dylib

(] register as default token.

Fig.3.35

e Following window will appear as shown in Fig.3.36:

efflce Digital Signer Service 4

v7.0

A DIGITAL WORKPLACE SOLUTION

_f Settings T How to add token? T About ]

Choose Language |English v

5

Fig.3.36

NIC, 2022 Ver. 7.x.x
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e Select the language as shown in Fig.3.37:

efflce Digital Signer Service <

v7.0
A DIGITAL WORKPLACE SOLUTION

_[SeulngsT How to add token? T About ]

Hide Service

Choose Language [cEngllsh'

English

Stop Service

Fig.3.37

e (lick the Save (_) button as shown in Fig.3.38:

E}@fﬂce Digital Signer Service <

v7.0
A DIGITAL WORKPLACE SOLUTION

_[ Settings T How to add token? T About ]

Choose Language [ & ﬂ

5

Fig.3.38

The Digital Signer Service will appear in the selected language as shown in Fig.3.39:

@@fﬂce Digital Signer Service [

v7.0
A DIGITAL WORKPLACE SOLUTION

RECECEE R

NIC, 2022 Ver. 7.x.x
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Note:

1. It is mandatory for singing purpose to set the selected token as default.

2. In case the Token is not availabe in Token Name dropdown list, then Add the token (refer Steps to add new
token in Digital Signer Service)

NIC, 2022 Ver. 7.x.x
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Section4: Ubuntu

Download the Digital Signer Service 7.0.0 and related utilities (available as a single bundled zip file) from one of the
URLs mentioned previously.

Pre-requisites for Digital Signer Service Installer for Ubuntu OS

Following four activities to be completed by User(s).

S. No. | Activities Remarks

To Add/ Import SSL certificate to the browsers
(Refer Annexure I for steps).

Internet connectivity is required to check for | Check the Internet connectivity at every client
certificate revocation status. machine.

1. Add/ Import SSL certificate to the browsers.

Account Password is required for installing Digital

3. Account password setting. Signer Service

Note for System Administrator
S.No. | Activities Remarks
For eOffice instances hosted in a closed
environment (i.e. where internet connectivity
1. is not available, or servers are hosted locally)
System Admin should keep updated CRL(s) at
CRL download location.

CRL should be downloaded manually by the
System Administrator.

NIC, 2022 Ver. 7.x.x
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Installation Guidelines for Ubuntu OS

Locate the Digital_Signer_Service-7.0.0.sh file from the downloaded bundle (Digital Signer Service 7.0.0
Ubuntu Installer folder, Fig.4.1).

) Recent f— _—
31 Home ; —
b DigitalSign pre- Digita
— erService requisites Signer
€] Desktop 7.00 Service
= Ubuntu (Ver.7.0.0)
[5 Documents Installer User
Guldelines,
£ Downloads doc
Fig.4.1

Go to the downloaded location of Digital_Signer_Service-7.0.0.sh file and open the terminal.
Run the command “sudo bash Digital_Signer_Service-7.0.0.sh” on the terminal for Ubuntu OS.
Then, provide account password (if required) and press Enter.

In case other process is using port 55103, system will ask user for YES/NO as shown in Fig.4.2:

Type ‘Y’ for terminating that process and continue installation of Digital Signer Service otherwise type ‘N’ for
terminating the Digital Signer Service installation.

pankaj@pankajshakya: ~/Desktop/DigitalSignerService

ce$ sudo bash Digital_Signer_Service-7.0.0.sh

P
s R R EatER Installing Digital Signer Service 7.0.0 WHEHEHHRRTHEFTH

Checking O0S Architecture....

0S Architecture : Ubuntu 18.16

Checking for previous version of Digital Signer Service...

Checking Digital Signer /ice on Port 55183 is Running or not....

Ports are already in use

Checking Digital Signer Sevice is running on 55103 port...
Other Service is Running on 55103 Port.

Stopping other service on 55103 Port. Do you want to proceed ?

Enter Your Choice :{Tfﬂ)ﬁg

Fig.4.2

This completes the installation of Digital Signer Service for Ubuntu user(s).

NIC, 2022
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After successful installation, a message “Digital Signer Service 7.0.0 installed successfully” will be displayed
as shown in Fig.4.3:

pankaj@pankajshakya: ~/Desktop/Digitalsignerservice

tecture....
Ubuntu 1B

sion of Digital rvice...
thecking Digital g service on Port 5510 unning or not....
Ports are already in use

Digital Signer service is Runninc

SEEVECE eSS e e s e e
fupdating JAR file to fied directory....
)p icon has been created successfully.
1 Signer ce 7000 In L ssfully.

Es now? [[Y/N]
Fig.4.3

Press ‘Y’ to restart the system (Fig.4.3) or manually reboot the system.

Restart is mandatory to run Digital Signer Service 7.0.0 effectively.

Steps to manually START/ STOP the Digital Signer Service 7.0.0 are:

Double click the desktop icon (IEE#) “Digital Signer Service 7.0.0".

The Digital Signer Service pop-up window appears and the service gets started, as shown in Fig.4.4:

e@fflce Digital Signer Service

A DIGITAL WORKPLACE SOLUTION
Startup Message

Digital Signer Service has been started successfully. l

&

Fig.4.4

NIC, 2022
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e Now, click Hide Service () or [ﬂ) button to hide the screen.
o To Stop the service, click Stop Service () button.

[ Yes

) button to stop the Digital Signer Service, as shown in Fig.4.5:

e Warning window appears, click Yes (

= . e - - "4 '
e®fflce Digital Signer Se:;‘?r.l(;:.g

A DIGITAL WORKPLACE SOLUTION

M register

' Do you really want to stop Digital Signer Service?
Za

Fig.4.5

o The Digital Signer Service gets stopped.

Note:

1. While using the Digital Signer Service application if a token is plugged-out or not properly plugged-in before
signing, then, occasionally user has to manually restart the Digital Signer Service. This issue is tokens specific, so to
avoid this ensure that token is properly plugged-in before proceeding for Signing/Authentication/Registration
process. For restarting the Digital Signer Service manually, refer Annexure II (Troubleshooting>Problem 1).

2. There are many providers for DSC tokens and sometimes issue(s) specific to DSC token hardware may come, for
which the respective vendor may be approached.

3. To import the certificate refer Annexure I (Add/ Import SSL certificate to the Browsers).

4. Refer to Annexure IV for manually identifying the JAVA, OS and Digital Signer Service status details.

NIC, 2022 Ver. 7.x.x
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Add Token(s) in Digital Signer Service (Ubuntu 0S):

This feature allows the user to use a new token which is not listed in the application. For this first, check whether
the token is listed in this application or not. If it is listed then just register this token as default token by checking
“register as default token” otherwise proceed to follow the steps to add a new token.

Steps to add new token in Digital Signer Service are:

e Open Digital Signer service app and click Add New Token (_) button, as shown in Fig.4.6:

e®ff iC e Digital Signer Service

v7.0.0

A DIGITAL WORKPLACE SOLUTION

Select Token LSelect Token

Token Path
[ register as default token.

@

Fig.4.6

Note:

Help:Click Seetings ({é}) icon for “About and How to add token?” steps.

e@ffice Digital Signer Service (<]

v7.0
A DIGITAL WORKPLACE SOLUTION

[ settings | How to add token? | About |

Step I :Install device/token driver.
Step 2 : Plug-in token.

Step 3 : Click "Add New Token" button.

Step 4 : Enter the valid token name (must contain vendor name) & path.
Click "Save" button.

Step 5 : Password window will be prompted, enter the valid password &
click "Ok" button.

<70

5

Fig.4.7

Home ( & ): To go back to Home screen of Digital Signer Service

NIC, 2022 Ver. 7.x.x
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e Provide Token Name, Token Path and click Save (-) button, as shown in Fig.4.8:

e®ff ice Digital Signer Se?]r'i:.g

A DIGITAL WORKPLACE SOLUTION

Token Name | watchdata Back
Token Path || /WatchData/Proxkeyj/lib/libwdpkcs_Signaturepl so.
k‘:opy
Paste
=
Select All

Fig.4.8

Note:
1. Token Name & Token Path is mandatory.
2. User can also copy & paste the Token path in the Digital Signer Service (Fig.4.8).

3. The token name should be relevant like if a user is adding token of epass then the token name must include

“epass” in its name e.g. epass-new, new-epass, etc.

e Login window appears, enter the Token Pin number and click OK () button as shown in Fig.4.9:

efflce Digital Signer Se:‘;ng:g

A DIGITAL WORKPLACE SOLUTION

Token Name |watchdata | Back

Token Path I/usrllib/WatchData/ProxKeleib/libwdpkcs_SignaturePi

I Enter User PIN [(#ssansas | {§}

PIN length must be 6-32 characters

Cancel

Fig.4.9

NIC, 2022 Ver. 7.x.x
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o The certificate list appears, if valid certificate is displayed, click Confirm () button, else click

Reject () button, as shown in Fig.4.10:

Certificate Lisk(s) x

Serial Number | Expiry Date | Issued To | Issued By
13338134 Sun Dec 22 18:24:20 IST | |CN=Class 3 individual Ch=e-Mudhra Sub CA for
2019 test, Class 3 Individual 2014,

SERIALNUMBER=81d7cc6 | OU=Certifying Authority,
9d57a8eBecffg704f13al | O=eMudhra Consumer
a4650260f3ecdaa25d02 | Services Limited, C=IN
556e473b4e03333d,

ST=Karnataka,

0ID.2.5.4.17=580103,
OU=test, O=test dsc,

C=IN

¥ If intended certificate is being displayed over here, then Click "Confirm" button to continue otherwize
click "Reject" button and try again.

Fig.4.10

o Token details get added successfully, click OK () button as shown in Fig.4.11:

Info: New Token

Token added successfully.

Fig.4.11

Note:

1. Similarly, user can add more new token(s).

2. This is a one-time activity, so it is not required to add already existing or added token again while using the

Signer Service.

NIC, 2022

44



e@ffice

A DEGITAL WORK FLACE SOLUTION

Register Token in Digital Signer Service(Ubuntu 0S):
Steps to register the token with Digital Signer Service are:

e Double click the desktop icon “Digital Signer Service 7.0.0".

e The digital Signer Service window appears, select token from the drop-down list, as shown in Fig.4.12:

g@fflce Digital Signer Set:\?r.i(;:.g

A DIGITAL WORKPLACE SOLUTION

Select Token

Select Token
Token Path Safesign

gemalto
[J register ad eMudhra

B

Fig.4.12

o Token path for the selected token gets populated in the Token Path Field.
e Select checkbox for setting the token as default token, as shown in Fig.4.13:

o, 2 = s . - 72
t’k@fflce Digital Signer Sez\;ﬁg

A DIGITAL WORKPLACE SOLUTION

Select Token [watchdata ]'] _

Token Path MWatchData/ProxKey/lib/libwdpkcs_SignatureP11.so

(| register as default token.

&

Fig.4.13

NIC, 2022 Ver. 7.x.x
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e Confirmation window appears, click Yes () button as shown in Fig.4.14

e@ffICe Digital Signer Service

v7.0.0
A DIGITAL WORKPLACE SOLUTION

Confirm: Default Token

e Do you want to register watchdata as default token?

=il

bl

Fig.4.14

Change language in Digital Signer Server 7.0.0 (Ubuntu 0S)

e To change the language, click Settings button as shown in Fig.4.15:

‘fflce Digital Signer Service (<]

v7.0.0
A DIGITAL WORKPLACE SOLUTION
Choose Token [ proxkey-new -
Token Path

/lib/wdProxKeyUsbKeyTool/libwdpkcs_Proxkey.dylib

[/] register as default token.

Fig.4.15

e Following window will appear as shown in Fig.4.16:

fflce Digital Signer Service (<]

v7.0.0

_J Settings T How to add token? T About ]

Choose Language [English "J

Fig.4.16

NIC, 2022 Ver. 7.x.x
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Select the language as shown in Fig.4.17:

P fflce Digital Signer Service ¥

v7.0.0

A DIGITAL WORKPLACE SOLUTION

_fSemngsT How to add token? T About ]

Choose Language l«:Englial’:L

English

Hide Service Stop Service 6

Fig.4.17

e (lick the Save (_) button as shown in Fig.4.18:

e ff|Ce Digital Signer Service I

v7.0.0

A DIGITAL WORKPLACE SOLUTION

_[ Settings T How to add token? T About ]

Choose Language [ i .vJ

o

Fig.4.18

e The Digital Signer Service will appear in the selected language as shown in Fig.4.19:

1{3 ffice Digital Signer Service (<]

R e s Ny v7.0.0
O EEE AR
AT T | R M

Fig.4.19

NIC, 2022 Ver. 7.x.x
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Note:

1. It is mandatory for singing purpose to set the selected token as default.
2. In case the Token is not availabe in Token Name dropdown list, then Add the token (refer Add new token in

Digital Signer Service)

NIC, 2022 Ver. 7.x.x
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Section 5: Checking the Service Status

For Windows/MAC/Ubuntu
Digital Signer Service uses 55103 port.

https port: 55103
The user(s) should check for availability on 55103 port:

1. To check service running status, go to the “Pre-requisites” folder inside Digital Signer Service Installer
folder and then, locate the DigitalSignerServiceTest.html file.

2. Open DigitalSignerserviceTest.html file in preferred browser and then click Check Digital Signer Service
Status d Check DSC Signer Service Status ‘) as shown in Fig.5.1:

Digital Signer Service Test

To check the status of Digital Signer Service, click on the given button....

Check Digital Signer Service Status |

Fig.5.1

3. The running status for HTTPS is shown in Fig.5.2:

Digital Signer Service Test

Digital Signer Service Status with HTTPS
Digital Signer Service 7.0.0 running on port 55103

Status Code - 200
Response from URL - SUCCESS. DIGITAL SIGNER SERVICE VERSION : 7.0.0

| Check Digital Signer Service Status |

Fig.5.2

NIC, 2022 Ver. 7.x.x
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4. To check for service status manually use https://eoffsigner.eoffice.gov.in:portNumber/check/isLive
For Ex. https://eoffsigner.eoffice.gov.in:55103 /check/isLive

“Success” message on the screen states that the service is running successfully otherwise may refer to the
Annexure II (Troubleshooting).

Note :
1. The Digital Signer Service SSL certificate will expire on 15 Oct 2023. After that, a new installer will be provided

with the new SSL certificate.

NIC, 2022 Ver. 7.x.x
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Annexure I

Add/Import SSL Certificate to the Browsers

Digital Signer Service runs on https port by using a self-signed certificate, browser may not import certificate
automatically to their trusted root certificate store, for this client needs to import the certificates explicitly.

e Download & unzip the Installer file (For windows/ For MAC/ For Ubuntu), go to the “Pre-Requisites”
folder and locate the DSC Self sign 2> eOfficeCA2022.der/eOfficeCA2022.cer (SSL Certificates).

Note:
1. If certificate revocation check is not performed, the application will not be able to perform any of the operations

(Registration, Authentication, and Signing).

To add/ Import the certificate the steps for browsers are mentioned below:

For Windows

For Mozilla Firefox
To add a self-signed certificate for https in Mozilla Firefox, perform the below actions to import SSL certificate:

e Open Mozilla Firefox browser and Click ( = ) icon on Top right Corner and then Click on Options ()
link as shown in Fig.A.1.1:

NIC, 2022 Ver. 7.x.x
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AD

e Following window will appear:

x
& [ ] D Flrotor  aboutpreferences T =

¥ General General

@ Home Startup

Feestone previous ssssion

Q Search

B Privacy & Security Alvrays check i Firedox is your default browser

& sync B Firetox Is not your default browser Make Detatil...

Tabs

o Cirl s Tt cyches through tabs in recenthy used onder
| Open links in s instead of new windows
when you open & link in a new tab, switch to it immediataly

Shew Labs previews in the Windows tasktar

Language and Appearance

Fonts and Colors
# Extensions & Themes
Default font  Defaaslt (Times New Reomar) »w She 1B ¥ Ahvasinged..

@ Firefox Suppor
Codars..

Fig.A.1.2

o Click on Privacy & Security ((® ""*%**“"}) link scroll down and Click View Certificates (V" Crfictes.. )
button as shown in Fig.A.1.3

£E Options x
« @ @ lox  aboubprefersncesspravacy b mWooe e =
ﬁ General | Allow Firefax to make personabized extension recommendations  Learn more
< Allow Firefox to install and nen studies  View Firefox studies
Q Home
Allaw Firefon to send backlogged crash reports on your behalf Leam mare
Q Search
E Privacy & Secunty
Securi
= by
£ Sync
Deceptive Content and Dangerous Software Protection
& Block dangerous and deceptive content  Leamn more
v | Block dangerous downioads
¢ Warn you about upwanted and uncommaon soflware
Certificates
When a server requests your personal certificate
Select one autamatically
0 Ask you every Ume
Queery DCSP responder servers Lo candiom the current validity of View Certificates...
ceriificates
B Feensions f Themes Security Devices...

@ Firelow Suppoat

Fig.A.1.3
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e A Certificate Manager window will appear as shown in Fig.A.1.4:

4 aboubpieferencestprivacy

‘Certificate Manager

our Cotificates Authortication Decsions Pocgilo Sarvors

You have certilicates from these organizatiins that fdentify you

e Senurity Rovicn
 india PX1
Sarlefonypt CA 2014 WD PROXKey JETE2 Tisestlay, March 5.
CCA Indla 2014 WD PROXKey ITAD Tussday, March 5.,
~ Sify Technciogies LI...
Test CAORDG WEH PRy ZZEFTASOT5MEC Fricday, Decrmier -
Saleborypt sub-C.. WL PRORKey. 1ELETA0T Tuesday, March 5

Backupall.,  Import-

Fig.A.1.4

e C(lick on Authorities () tab and then Click Import () button as shown in FigA.1.5:

aboutprefeencesdprivacy WnoDo0o& & =

Certificate Mannger

vour CortBicates Authervication Docisiong Prople n Authoritivs

Wou hare certificates on Fle that idantify these certificate autharitias
Cotifieatn Mams Securify Devio
v AL Camerfema SA.
Chairders of Commerce Root - 2008 Buiftin Olyect Token
Giobal Chambarsign Ract - 2008 Bullin Obyect Token
~ AC Comarfirma SA OF ABZT43287
Camerfirma Chambers of Cammoree oot Builtin CGbject Token
Camerfirma Global Chambersgn Bact  Builtin Otsect Token.

It Epart

FigA.1.5

NIC, 2022

53



e@ffice

A DOGITAL WORK PLACE SOLUTION

Select the Certificate and Click Open () button as shown in FigA.1.6:

W Sefect File: contaming LA ceriicatets) 5o imgon x

| + t M TEEPC  Dedacp S ] Saarch

Ongaria = Mo Haiehen - m @
B Dediop " e
& Downioads #

. Bl e
3 Documents & Class 2 te cerficans Sigaing & Ercnmil
s # oscza
e emcener 415
psca Faigm Mlienage *
o esige3a
Testan w
P Frcple Servers Augthirries
o DTk l & EOfceCALE |r||
™ This i piificate sutharitias
B DR FIWT, » [iscrurty Devien "
il name |eOffceChce Crribcas Fim "7kt e =
[Con] om  [pomosimm
Buiier Obect Token

A CamerErna A CIF ARITARIAT
Camesfhmne Chambers al Commesrs oot fuitis Obiect Token

Camesfirma Glabal Chamborsign Hogt. Biiftin Ctiect Token

import.

FigA.1.6

Check both Checkboxes and click on Ok () button as shown in FigA.1.7:

Y imfen  aboubpreferencesaprivacy

T Drewmdoac ng Comsicane
e ave e auke) 5 TR & A Cortficane Aumiily CA)
i & Soll g purpones |

Tt this €A 0o e ity wesnes.
et thia A 50 ity el imers.

Balrar Chifor any peponr, i
procedares (7 avaladlel

o [ Wmm | Feamme ca corsicne

Impoe..

FigA.1.7

This will import eOffice CA certificate to the Authorities store.

NIC, 2022
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For Chrome

To add a self-signed certificate for https in chrome browser, perform the below actions to import SSL certificate:

e Open Google Chrome and click ( E ) icon on top right corner icon and then click on Settings () link as

shown in FigA.1.8:

ﬂ L Type here to search

© Working with Digita.. ) Aspose Words-for-.

™M

Gmall - Free S

Outlook.com

Google

L] o

FigA.1.8

e Following window will appear as shown in FigA.1.9:

.

Chrome Web

Downloads

Bookmarks

Zoom - 00% .

Print

Cast.

Eind,

Mote tools

Edit Copy _Paste
]

Hep »

Ext

@ Lopmim
*

» wit
T Accwudedi
Qs

Addreares and more

Safely check
0 Chrirmm cun ek ki you mabe from dints Evescher, e i wsaioma. wnd i
Frivacy and security
Gt bowsing duld
[ ]
& s

Appearance

Themes
Cgrats Clinsras Wl o

NIC, 2022
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Manage certificates

( Manage HTTPS/SSL certificates and settings

) link as shown in FigA.1.10

&  Youssd Doogle
(=T

®  safeycheck

Privacy and secur

@ Ao
C,  Sesrchwingite

B0 Defaub hrewaer

€} Onstarmup

Advuniced -

B Langusges

3 Downloads

B Printing

T Acceesbiny

L

4D Rt and clasn

Extenamne &2

Abex (hecenn

o peatection {nct -

Manage sritilicains
-
Rianage HTTPS/SSL certifiates and seftings =
Gasaigli Bshiariene P o
e}

counts ol anyane at hak of tarpeted stacks

FigA.1.10

Following Certificates window will appear as shown in FigA.1.11:

Canificrin:

Wi g vabe

Tad T omsed B

amt
¥l Sub A
Sertipn B5A Cade

i -

gt Expert. Rt
ervbeate masded papaer
<aks

L sesegias T 1
STTEST I WY (1) Sekrbees 1

Persossl Ctter Fecpis Imamsdists Cartfioren Adhontes Trages Som Cenfoaor ® |4

Faphmil, Friendly sme

by <o
R e
SRR Hational Iofor

[ P Terre—
4 ownioads
Frinting

&
T scccasibiliy
a4

Systam
D) Aeset snd clean up
Frtensions =

aut Cheame

=

* OB a0 »O
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as shown in FigA.1.12.

On window that appears, click Next (

NIC, 2022

Certificates P8

Intended purpose: | <All> |

Intermediate Certification mhormes{Trusted Root Certification Authorities ]Tmsted Fub! * I k)

Issued To Issued By Expirat... Frendly Name it
- T :

Cplass Certificate .. AAA Certificate Se... 01-]Jan-29 Sediigo (AA4)
TilActalis Authentic... Adalis Authenticat.,. 22-Sep-... Actalis Authen...
ChlAddTrust Bern... AddTrust Externsl ... 30-May.. Secigo {AddT...
“lBaltimore Cyber... Baltmore CyberTr... 13-May... DigiCert Balti...

_ﬁJCCA Tndia 2007 CCA India 2007 04-Jul-15  <Mone=

S CCA India 2011 CCA India 2011 11-Mar-... CCA India 2011

Jcea ndia 2014 CCA India 2014 053-Mar-... CCA India 2014

SRlCca India 2014 CCA India 2014 05-Mar-... <HNonex>

“lora India 2014 CCA Tndia 2014 N5-Mar-...  CCA india 2014 5
mport... ||| Export.. || Remove Advanced

Certificate Intended purposes

<All>

FigA.1.12

button as shown in FigA.1.13:

&# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, click Next.

Cancel

FigA.1.13

button
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On following window, click Browse (

From Dialog window, select the Certificate and Click Open ) button as shown in FigA.1.15:

NIC, 2022

_) button as shown in FigA.1.14:

S &#» Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Microsoft Serialized Certificate Store (.SST)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Next

||: T |

Note: More than one certificate can be stored in a single file in the following formats:

Cancel

FigA.1.14

‘ Open
— ~ 4 R > ThisPC * Desktop v 9] Search De
Organize ¥ New folder - [
&
Mame Date modified Type Skze
3 Quick access
B Desktop 4 bike insurance 07-061-20 10759 AM Talgier
Class 2 test certificate Signing & Encrypti..  01-Aug-19 539 AM folder
§ Downloads *
i DsC 20 07-0ct-20 11:38 AM  Filefoider
Lz - g
& Boqiments emsigner-va.6 20-May-19 File folder
1 Piceures - Esign faider
Chrome eSign 3.2 File falder
DSC20 Ly File foider
DsC 6 MDY Drovekeny Elis folder
DsSCT p eOfficeCAcer 01-Sep-20 1044 AL Security Certificate TKa
& OneDrive
5 This PC

En CD Drive (F) WD PRC

i Network

File name: | eOfficeCA.cer

| %509 Certificate (-.cer.crty

Cancel

FigA.1.15
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e (lick the Next (.

e Again click Next (

NIC, 2022

button as shown in FigA.1.16:

€ &» Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Users\DELL\Desktop\eOfficeCA.cer [ Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Next | Cancel

FigA.1.16

button as shown in FigA.1.17:

€« &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(O Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store

Certificate store:

‘ Trusted Root Certification Authorities Browse...

Next Cancel

FigA.1.17
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e C(lick on Finish () button as shown in FigA.1.18

A prompt window will appear, Click Yes (1

NIC, 2022

€& &# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

(O (IR G T CLRGVERT Trusted Root Certification Authorities
Content Certificate

File Name C:\Users\DELL\Desktop\eOfficeCA.cer

FigA.1.18

Yes

) button as shown in FigA.1.19:

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

eOfficeCA

Windows cannot validate that the certificate is actually from
"eOfficeCA". You should confirm its origin by contacting "eOfficeCA".
The following number will assist you in this process:

Thumbprint (sha1): SC3EE35E 8433E6A8 170528BD 12E24626
2031162

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

FigA.1.19
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e Then Click Ok (

e This will import eOffice CA certificate to Trusted Root Certification Authorities store as shown in FigA.1.21:

NIC, 2022

) button in prompt window as shown in FigA.1.20:

Intended purpose: <All> |

Intermediate Certification Autharities Trusted Root Certffication Authorities Trusted Pub 4 | *

Issued To
5710.248.89.87
[SIAAA Certificate ...

S Actalis Authentic... Fless
(5] AddTrust Extern... 0 The import was successful. F..
¢lBaltimore Cyber...
S cca India 2007

[CCA India 2011 K1

[l cea India 2014 L4

[S3lCCA India 2014

Certificate Import Wizard X

| Eloca Tndia 2014 OCA India 2014 N5-Mar-... CCA Tndia 2014 4
Import... Export... Remuove | Advanced
|
Certificate intended purposes
View
Close

FigA.1.20

Certificates X

Intended purpose: |<all> v

Intermediate Certification Authorities Trusted Root Certification Authorities Trusted Publ * | * |

Issued To Issued By Expirati... Friendly Name ~
[l eNastee RCA 2012 eNastee RCA 2012 04-Dec-... <None>

Cal Entrust Root Cer... Entrust Root Certif... 28-Mov-... Entrust

S Entrust Root Cer... Entrust Root Certif... 07-Dec-... Entrust.net

+l GeoTrust Global GeoTrust Global CA  21-May... GeoTrust Glob...
=5/ GeoTrust Primar... GeoTrust Primary ... 17-Jul-36 GeoTrust
:lGlobal Chamber... Global Chambersi... 31-Jul-38  Global Chamb...

= GlobalSign GlobalSign 18-Mar-... GlobalSign Ro...
=l GlohalSinn GlnhalSion i15-Dac-.. GooaleTrust.. Y
Import... | | Export.. | Remove | Advanced |
Certificate intended purposes
<All=
Views
Close

FigA.1.21
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For Internet Explorer

In case of Internet Explorer, SSL certificate gets automatically imported by the installer.

Steps to check SSL certificate are:

e Open Internet Explorer and Click (o) button at top right corner and then Click Internet options ()

link as shown in FigA.1.22:

e

2 Newtab

* @ Q| Seach

SHOW TOP SITES)  SHOW TOP SITES AND MY FEED

Frint
Fie

Zoom (125%)
Safety

Open with Microsoft Edge
Add site to Apps

View downloads

Manage add-ons

F12 Developer Tools

Goto pinned sites
Compatibilty View settings
Internet options

About Intemet Explorer

CtrloShifte £

e

FigA.1.22

e Following Dialog box will appear as shown in FigA.1.23:

NIC, 2022

Internet Options 7 >

General Security Privacy Content Connections Programs Advanced

Home page

/‘? To create home page tabs, type each address on its own line.
wr

about-NewsFeed

| Use current Use default Use new tab

Startup —
Start with tabs from the fast session
Start with home page

Tabs

Change how webpages are displayed in tabs, Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and
web form information.

Delete browsing history on exit
Delete... ||  Seftings
Appearance

Colors Languages | Fonts. [ Accessibility

FigA.1.23

62



e@ffice

A DIGITAL WORK PLACE SOLUTION

e C(lick Content () tab and then Click Certificates () button as shown in FigA.1.24:

Internet Options ? s

General Security Privacy Connections Programs Advanced

Certificates
Use certificates for encrypted connections and identification.
Clear S5L state Certificates Publishers
AutoComplete
AutoComplete stores previous entries Sattings:
3 on webpages and suggests matches
for you.
Feeds and Web Slices -
+._ | Feeds and Web Slices provide Settings

% updated content from wehsites that

can be read in Internet Explorer and
other programs.

oK | Cancal | Apply

FigA.1.24

e Inthe following window, Click Trusted Root Certification Authorities (Tsted Root Certfication Authortes) ¢y and then

Click Import (__™""_|) button as shown in FigA.1.25:
Certificates >
intended purpose: ;<A|f_} =

Intermediate Certification Authorities iTrUElEd Roct Certification Authorities ITms:ed Fub * | k|

Issued To Issued By Experafr...  Frendly Name .
10.2 i7 . <Nonex

—alAsA Certificate .. AAA Certificate Se... 01-Jan-29 Sectigo (A8A)

TActalis Authentic... Admlis Authenticat,,. 22-Sepe... Actalis Authen...

laddTruct Baern... AddTrust External ... 30-Mzy... Sectigo {addT...

ChlBaltimore Cyber... Baltimore CyberTr... 13-May... DigiCert Balti...

“alccA India 2007 CCA India 2007 04-Jul-15  <None=

S/ CCA Indim 2011 CCA India 2011 11-Mar-... CCA India 2011

SHlCCA India 2014 CCA India 2014 05-Mar-... ©CCA India 2014

—RlCCA India 2014 CCA India 2014 05-Mar-... <Nane>

loca ndia 2014 CCA Tndia 2014 N5-Mar-... CCA India 2014 ¥

Import... | Export... | Remove Advanced
Certificate intended purposes
<All=

| View

FigA.1.25
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On following window, click Next (

On following window, click Browse (

NIC, 2022

button as shown in FigA.1.26:

&# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, click Next.

Cancel

FigA.1.26

) button as shown in FigA.1.27:

&«

&# Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

I ||: = |

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

FigA.1.27
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On the Dialog box, select the Certificate and click Open () button as shown in FigA.1.28:

NIC, 2022

‘ Open

Organize ~ New folder

st Quick acoess
B Desktop *
& Downloads o
|‘-‘- Documents *
=l Pictures o+
Chrome
DsC20
DsC6
DsC7

& OneDrive
= This PC
@ CD Drive () WD PRC

¥ Netwark

— « 4 WA > ThisPC > Desktop

v 2 Search Deskiop

Mame Bate modified Size
bike insurance 07-061-20 10:59 AM
Class 2 test certificate Signing & Encrypti. 01-Aug-18 %39 AM
DsC2o 07-0ct-20 11:38 AM
emsigner-v2.6 20-May-19 2.37
Esign 13-Mar-1
eSign 3.2 22-Feb-20 1:12 PM
LTV 13-Jan-
AL Drevekey
_p @0fficeCAcer 01-Sep-20.11 Security Certificate 1K8

File- name: | eOfficeCA.cer

| X509 Certificate (*.cer*crt)

Cancel

v

) button as sh

FigA.1.28

own in FigA.1.29:

€ &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\DELL\Desktop\eOfficeCA.cer

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Browse...

Next

Cancel

FigA.1.29
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On following window, click Next (

NIC, 2022

) button as shown in FigA.1.30:

& &# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(O Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

ITrusted Root Certification Authorities | Browse...

Next Cancel

FigA.1.30

) button as shown in FigA.1.31:

€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

(@GR CRS GBI e UMD AIERTY Trusted Root Certification Authorities

Content Certificate
File Name C:\Users\DELL\Desktop\eOfficeCA.cer

FigA.1.31
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Click Yes (

) button on prompt window as shown in FigA.1.32:

Security Warning

You are about to install a certificate from a certification authority (CA)
f I claiming to represent:

eOfficeCA

Windows cannot validate that the certificate is actually from
"eOfficeCA". You should confirm its origin by contacting "eOfficeCA".
The following number will assist you in this process:

Thumbprint (sha1); 9C3EE35E 8433E6A8 170528BD 12E24626
2D3116C2

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

FigA.1.32

This will import eOffice CA certificate to the Trusted Root Certification Authorities store.

NIC, 2022

Intended purpose: <All>

Intermediate Certification Authorities Trusted Root Certification Authorities Trusted Pub 4 | »

Issued To
5110.248.89.87
[SAAA Certificate ...
S Actalis Authentic... B
[AddTrust Extern... o The import was successful. K.
sl Baltimore Cyber...
CglCeA India 2007
[F]CCA India 2011 i1
lcea India 2014 14
54/ CCA India 2014
| [Z1cCA India 2014 €CA Tndia 2014 f5-Mar-... CCA Tndia 2014

Certificate Import Wizard x F

Import... Export... Remove | Advanced

Certificate intended purposes

View

FigA.1.33
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For Microsoft Edge

To add a self-signed certificate for https in Microsoft Edge, perform the below actions to import SSL certificate:

Open Microsoft Edge browser, Click (

shown in FigA.1.34:

) icon at top right corner and then Click Settings () link as

= [ |+
]

IR bebremay 19374 [) S nasumas

oo
n £ Type hese b search

My F +* Peracralis

D) wonirgwim Dgna.. [ Assomworisdors. [ Spranessio 2. [} Fowmpogamen. [ e coudnons. [ werprocessnght,

o=

w  CHET-N

B Microsoft

FigA.1.34

¢ On following window, Click Privacy, search, and services (| B i seach, ndsenices ‘) link in left menu panel. Scroll

down and Click Manage certificates (

Manage certificates

Manage HTTPS/SSL certificates and settings

) link as shown in FigA.1.35:

(|8 Pivacy smsech and services

B Appescines
& On stacp
B haw tab page

& sito pe ™
B2 Defauit broweser

*  Downloads

e Faniily safety

O Larguoges

B Friners

2 System

() Resat serings

[ Fhore and ather devices

@ about Microsoft Edge

i3 serngs x|+ - o x
+ 3 @ Edge | edgev/settings/privacy = @ & O = @ @
S —
i Blocked tracke
Settings Ry ST
B sesorsating o
[ Praliles
Abways use “Strict” tracking prevention when browsing InPrivate .

Clear browsing data

This inc hides history, passwonds, cookles, and mare. Onty data froem this profile will e deleted.

Clear browsing data now

Chaose what to dear every time you close the browser

Privacy
Sedoct vour privacy settings for Microsolt Edge. Lesn mons aboul these sting
Send "Do Mot Track” requiesss .

Allaw sites to check if you have payment methads saved

Mamage. certificstes
Matage HTTPSSSL cortificnias S Latieg

Help improve Microsoft Edge

a b5 s £ imnprove Microsoft products
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e On following window, Click Trusted Root Certification Authorities (|Trusted Root Certfication Authorities|) tab and Click

A DIGITAL WORK PLACE SOLUTION

Import...

Import (

On following window, click Next (

NIC, 2022

1) button as shown in FigA.1.36:

Certificates

Intended purpose:

: <Al

pd

£

Intermediate Certification Authoritles { Trusted Root Certification Authorities ]Trusted Fub 1 I k|

Issued To

<Al

Issued By Experatl...

HLZ e

plAss Certificate ... A2A Certificate Se... 01-Jan-29
TilActalis Authentic... Adalis Authenticat... 22-Sep-...
CaladdTrusgt Bxtern... AddTrust External ... 30-May...

“HlBalimore Cyber... Baltmaore CyberTr... 13-May..
.l CCA India 2007 CCA India 2007 04-Jul-15
) CCA India 2011 CCA India 2011 11-Mar-...
—HlCCa India 2014 CCA India 2014 05-Mar-...
SRl CCA India 2014 CCA India 2014 05-Mar-...
ACrA India N4 COA Tndia 2004 n5-Mar-...
Impaort... Export... | Remove

Certificate Intended purposes

Friendly Name
<Mone>

Sectigo (&84
Actalis Authen...
Sectigo {AddT...
DigiCert Balti...
<None=>

CCA India 2011
CCa India 2014
<None=>

A Tndia 2014

Advanced

FigA.1.36

) button as shown in FigA.1.37:

&# Certificate Import Wizard

To continue, click Next.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

cancel

FigA.1.37
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e On following window, Click Browse ( ) button as shown in FigA.1.38:

<« &# Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
| [ Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Next | Cancel

FigA.1.38

¢ From the Dialog box, select the certificate and Click Open () button as shown in FigA.1.39.

@ open

« v 1 B > ThisPC > Desktop w | @

Organize ~  Mew folder

MName Date modified Type Size
3t Quick access
B Deskiop + bike insurance 07-0c1-20 1E53 AM - File folder
Class 2 test certificate Signing & Encrypti.. 3 File falder
4 Downloads * aniig RiF
i DSC 20 File falder
= Documents - :
‘ emsigner-v2.6 File falder
=] Picuires » Esign File falder
Chrome 2Sign 3.2 File folder
DsC 20 Ly File foider
DSCE WD Brovceey i Eils frlrier
DSCT -s eOfficeCAcer 01-Sep-20 1044 A Security Certificate TKe
& OneDrive
= This PC

i@ CO Drive (F) WD PRC

o Network

File name: |eOfficeCAcer <] |x508 Centificate (reentart) v

Cancel

FigA.1.39
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Then Click Next (

On following window, Click Next (

NIC, 2022

) button as shown in Fig.A.1.40:

&«

£ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\DELL\Desktop\eOfficeCA.cer

Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Next

Cancel

FigA.1.40

) button as shown in Fig.A.1.41:

&«

&# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location

for the certificate.

(O Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store

Certificate store:

l Trusted Root Certification Authorities

Next

Browse...

Cancel

FigA.1.41
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On prompt window, click Yes (-

NIC, 2022

) button as shown in FigA.1.42:

€& &» Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

(@Gl R GRS CLRDITERTY Trusted Root Certification Authorities
Content Certificate

File Name C:\Users\DELL\Desktop\eOfficeCA.cer

FigA.1.42

Yes

) button as shown in FigA.1.43:

Security Warning

You are about to install a certificate from a certification authority (CA)
4 I . claiming to represent:

eOfficeCA

Windows cannot validate that the certificate is actually from
"eDfficeCA". You should confirm its origin by contacting "eOfficeCA".
The following number will assist you in this process:

Thumbprint (sha1): 9C3EE35E 8433E6AB 170528BD 12E24626
2D3116C2

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

FigA.1.43
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e On Dialog box, click Ok () button as shown in FigA.1.44:

This will import eOffice CA certificate to

FigA.1.45:

Intended purpose: <All=

s

Intermediate Certification Authorities Trusted Reot Certification Authorities Trusted Pub 4 | ¥

Issued To
qlﬂ.iﬂﬁ.ﬂ&ﬂ?
Sl AAA Certificate ...
IS5 Actalis Authentic...
ol AddTrust Extern...
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= CCA India 2007
L'g CCA India 2011
L‘;}CCA India 2014
5/ CCA India 2014
LESICCA Tndia 2014 CCATndia 2014 05-Mar-... CCAT

Certificate Import Wizard ¥ R

-

iz 2|

=

Import... Export... Removg

Certificate intended purposes

..
o The import was successful.

i1

e ] p

Advanced

View

FigA.1.44

the Trusted Root Certification Authorities store as shown in
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For MAC

For Google Chrome and Safari
To add a self-signed certificate for https in Google Chrome and Safari, perform the below actions to import SSL
certificate:

e Open Launchpad & search for “Keychain Access” as shown in FigA.1.46;

POOULRFBO " BWOX 9O ?
FigA.1.46

n
e Select System [) link from left panel as shown in FigA.1.47:

FigA.1.47

NIC, 2022 Ver. 7.x.x
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Click on ‘+’ icon at upper left corner, Navigate & select eOfficeCA.der certificate & Click Open ()
button as shown in FigA.1.48:

i Woychaln Aceess  Flle Ecit Wiw  Window  HonD @8 =T wimm Q O =

AN B Aecenty

I 2y
oy Application: D6C Data - ~—
[ Do e o Coertiffece

......

[

i cOlficeCA.der

Aang @ wad Information

Orange

Fallow

Fig.1.48

Password window will appear, provide the Account Password & Click Modify Keychain () button
as shown in FigA.1.49.

BB -~ T muiom 4 & =

At S

#  Keychain Access Fdn  Ecit  View  Window  Hoip

L

et
& fogin

i’ Local Hems
i Spttem

[ Syztem foots

Kinychain Accaas i trying ts medify the
wywtem keychain

Enter yirar prsmorsd 45 abion s

| Usnirarma WE173
45 e Soaiena CAZON | P
T Capnoeen CA J0M

MOOLRERO"aBEO2 9%
FigA.1.49
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Select added certificate from list, Right click and then Click ‘Get Info’ (w_) option as shown in
FigA.1.50:

T
I Sywm Rrats

= 5L
Cetwgary s
& 04 by 2324 o G504
{ 1= e =

Sncurn Niten

Copy "eOfficeCA”

vy Carticanes el stanerCart.pfe
T o e e bt -0 i 400
3 Garinican Expoft “a0eficeCA

unistied falder

P

FigA.1.50

Click on “Trust”, select “Always Trust” () option “When using this certificate” as shown in
FigA.1.51:

@ Keychain Access Filn Ect  View Window  Help OB +F nezaim o Q=

caehan
W iegin
& Loco marme

L System

[ Sysins heats

Eimasiiin huthwsiiailon (A%} o
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FigA.1.51
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e (lose the window. Password window will Appear. Provide the Account Password & Click Update Settings

(_I) button as shown in FigA.1.52.

W KoychsinAccoss  Fa EoE Vaw  Window  Helo

Riychane
o tegin
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e Bai 3y
e 5y
r TN TR M 3 2002
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Comnty NEW Db s 038 o SE0000.. Taatem
Lowslity DELI0
_mv:nlbd_-'_llle-e_.hll.. —

FigA.1.52

For Mozilla Firefox
For adding a self-signed certificate for https in Mozilla Firefox, perform the below actions to import SSL certificate:

e Open Mozilla Firefox browser. Click (=) icon at top right corner and Click Preferences () link as
shown in FigA.1.53:

W Firefox Fie EON View sy Bookmaks  Tools  Window  Help B & ¥ Mmidaaem o @ =

® Sion b in Firiar
e Protoctons Dashboard

7 b Wit xH
o b Private Window aup

82 TopSHes -

E u =
M\ Libemry

sstingrar soics T o =& Logins ana Passwords

EgnerCon pis  Digtsisignacsers
e TALOar -

.-

antithed folder SC Data

W ighligts =

o] €L, Find In Tis Page
murils Warn
Firatax Privacy Notkos = .. Wb Developer
WP Whats Hew
D ala

FigA.1.53
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In left menu panel, Click Privacy & Security () link. Scroll down and Click View Certificates
() button as shown in FigA.1.54:

& Flrefox Flle: Edit Wiew Hetory Bockmarks  Tools  Window  Help [ & F Montd5PM G @ =

&) Frefan | abeutpreferencestprivacy
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Q, Search Security

Deceptive Comtent and Dangerous Software Protection

| Block denperous and deceplive conlent Lesm mare

-~ =
e Smc /| Bizck dangirous davriads

| Warn you abiout unwantad snd unecrmon software

Certificates

Whan 3 sarver mquasts yaur parsonal certificata
Selart ane awtomatizally

B sk you ey line

7 Cuery DCSP resconder servars 1o confimm the surmant validty of
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& Extenzivrz & Themes

T Firefus Supmun

FigA.1.54

Following Certificate Manager Window will appear as shown in FigA.1.55:

& Firelon  aboutpreferencestiprivacy

Cartificats Manager
Autherdicasian Decisians

¥ou have cerifizates from these onganizatians that i dentidy you

Cartiicats Nums Shelety Duvies Sarial Numkar

FigA.1.55
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Click on Authorities (

Authorities

————1) tab and then Click Import ( button as shown in FigA.1.56:

Select the certificate and Click Open () button as shown in FigA.1.57:

Ireinn ANDURAFREArRNCASERACY
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FigA.1.56
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e Check both checkboxes and Click Ok ( ) button as shown in FigA.1.58;

®  Firefox B 4 F MmonuarPM Q @ =
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100ERERO "G BRO S 9O
FigA.1.58

o This will import eOffice CA certificate to the Authorities store.
For Ubuntu

For Mozilla Firefox
To add a self-signed certificate for https in Mozilla Firefox, perform the below actions to import SSL certificate:

e Open Mozilla Firefox browser, Click (E) icon at top right corner and then Click Preferences () link
as shown in FigA.1.59:
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e In left menu panel, Click Privacy & Security () link. Scroll down and click View Certificates

() button as shown in FigA.1.60:
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FigA.1.60

e Following Certificate Manager Window will appear as shown in FigA.1.61:

shout-nreferencesMarivasy

Certificate Manager

Your Certificates People Servers Authorities
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tiF stp Blame Sariurity Divice Surial humber

FigA.1.61
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Authorities

e (lick Authorities ( ) tab and Click Import () button as shown in FigA.1.62:

£F Preferences

& oo Firefor | shout:preferencessprivacy

Certificate Manager
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FigA.1.62

e Select the Certificate and Click Open (ﬂ) button as shown in FigA.1.63:
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FigA.1.63
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Check both checkboxes and Click Ok () button as shown in FigA.1.64:
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FigA.1.64

This will import eOffice CA certificate to the Authorities store as shown in FigA.1.65:
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Annexure II

Troubleshooting (For Digital Signer Service)

Problem 1
Service is not running after successful installation.

Solution
Check Java is installed properly or not and then, restart the Digital Signer Service manually.

For Windows

e Double click the desktop icon (| “Digital Signer Service 7.0.0”".

e Digital signer Service icon (-) will appear in the system tray (in the bottom-right corner of monitor)
which indicates that Digital Signer Service 7.0.0 is running in the system, as shown in Fig.A.2.1:

For MAC

e Restart the Digital Signer Service by clicking desktop icon () “Digital Signer Service 7.0.0".

e Digital Signer Service icon (ﬂ) will appear in the menu bar (in the upper-right corner of monitor) which
indicates that Digital Signer Service 7.0.0 is running in the system, as shown in Fig.A.2.2:

[E> Friser Q @ =]

Fig.A.2.2

For Ubuntu

e Restart the Digital Signer Service by clicking desktop icon ( . ) “Digital Signer Service 7.0.0”".

Note:
1. While using DSC application in MAC OS and Ubuntu OS, if a token is plugged-out, then, occasionally user has to

manually restart the Digital Signer Service.
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Problem 2
Service is not running even after starting manually.

Solution
Check availability of port HTTPs
https port: 55103
Commands to check for availability of port are mentioned below:
For Windows
Use cmd/power Shell to run following commands in windows.

Command: netstat-ano | find "port” (Fig.A.2.3).

Screen-shot

¥ Command Prompt - ] X

Fig.A.2.3

For Ubuntu
For Ubuntu use Terminal.
Command: netstat -tunlp | grep port (Fig.A.2.4).

Screen-shot

pankaj@PS: ~

File Edit View Search Terminal Help

pankaj@PS:~$ netstat -tunlp | grep 55103
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)

tcpb 0 O oA LISTEN
1940/ java
pankaj@Ps:~$

Fig.A.2.4
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For MAC
For MAC use Terminal.
Command: netstat —vanptcp | grep port (Fig.A.2.5).

Screen-shot

| NON ) & nicsi_imac — -bash — 111x33

Last login: Wed Jan 23 89:35:24 on console
[iMac:~ nicsi_imac$ netstat -vanptcp | grep 55183
tcphé 2] B *.55183 *,%
iMac:~ nicsi_imac$ I

LISTEN

131872 131672 76 8

Fig.A.2.5

If no service is running on port, manually start the service.
administrator.

If still it does not start, contact the

NIC, 2022
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Problem 3
In case, the port 55103 is in use with some other service.

Solution
Kill the service running from port 55103
Commands to Kill the services from port are:

For Windows
Use cmd/powerShell to run following commands in windows.

Command: taskkill /f /pid [PID] (Fig.A.2.6).

Screen-shot

INDOWS\system32\cmd.exe = O X

Fig.A.2.6

For Ubuntu
For Ubuntu use Terminal.
Command: Sudo kill -9 [PID] (Fig.A.2.7).

Screen-shot

pankaj@Ps: ~

File Edit View Search Terminal Help

pankaj@PS:~$ netstat -tunlp | grep 55103
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)

tcpb 0 G IRRE S LISTEN
1940/ java
pankaj@prs:~$ D

Fig.A.2.7
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For Mac
For MAC use Terminal.
Command: sudo kill -9 [PID] (Fig.A.2.8).

Screen-shot

[ NON ) & nicsi_imac — -bash — 111x33

Last login: Wed Jan 23 09:35:24 on console
[iMac:~ nicsi_imac$ netstat -vanptcp | grep 55181

tcpab 8 8 *.55183 *,% LISTEN 131872 131872 76 2]
[iMac:~ nicsi_imac$ sudo kill -9 76
[Password:

iMac:~ nicsi_imac$ fi

Fig.A.2.8

After Kkilling the service, manually start the service. If still it does not start, contact the administrator.

Problem 4
In case a new token is added in MAC/Ubuntu machine and the user certificate is not visible.

Solution

e Manually stop the Digital Signer Service.

e Properly plug-in the desired token.

e Start Digital Signer Service again and continue to add a token.
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Annexure III

Signature Validity Checkmark Visibility

The visual representation of signature verification:

In previous version of DSC, signature verification visibility was displayed on the same page along with the page
content. But now as per ISO 32000-2 standard compliance signature verification visibility is not to be
displayed along with the page content, it will be displayed on the different panel apart from the main content
panel. However, there is no change in signature visibility. For example, in case of adobe there is a signature panel,
in which signature verification result will be displayed and page content is being displayed on different panel.

In previous signed pdf files verification status visibility will still be displayed, as Adobe Reader supports them for
backward compatibility reasons only.

Thus, since Acrobat 9 Adobe displays its own icons only in the signature panel, not the document itself, and
requires evaluation of signature validity by business users by inspecting the signature panel and generates
signatures accordingly.

Display of Valid Signature in previous version of Digital Signature:

In case of previous DSC, green check and Red Cross sign were being used to display verification status of
signature inside pdf content.

Green check sign was used for Valid Signature (Fig.A.3.1: Valid Signature) and Red Cross sign was
used for Invalid Signature (Fig.A.3.2: Invalid Signature).

LLE/ 101= .
0 Sig

i
vl

Al

9:15 IST Date: 2018. :50:55 IST

Reason:

——— Fig.A.3.1: Valid Signature —— —— Fig.A.3.2: Invalid Signature ——
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Display of Valid Signature in Current Version of Digital Signature:

In current version, only signature details are being displayed along with the original content of the page.
Refer to Fig.A.3.3:

(Page content)

Digitally signed by ABC
Date:Mon Nov 26 17:05:43 IST 2018

Reason:Test Reason

Fig.A.3.3
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How to verify signature in current scenario:

After opening the pdf file, click on Signature Panel located at upper right corner of adobe reader. A
window will open on left side of document, where all information regarding signature validation is
displayed along with the signature details. In case of Valid signature, Green Check will be shown at
upper left corner of adobe reader and also inside signature panel itself, as shown in Fig.A.3.4: Valid

Signature:

5

Sigred and il sgaatures 2o vl
Sigraturcs

=] - Valiclate Al

- éﬁ Hews 1: Shgmed by Class 3 individual test

FOC of DSC 20 with Javz Weh Start techaclagy (INLP).

Green Tick: Valid
Signature

technodagy to use DSC in eOffice.

FOL of pslproverdan L0 using Gatevesy Madel

Oigtaty skgad by Pankal
Dateehon Mow 28 17:06:43 IET 206
Reason:Tasl Resgon

FOC and Development of DSC 2.0 wsing S0 00

©and, we are going Lo implinent tis

o

In case of Invalid Signature, Red Cross sign is displayed at upper left corner of adobe reader and inside

Fig.A.3.4: Valid Signature

signature panel itself, as shown in Fig.A.3.5: Invalid Signature:

At wastane dgnatune is rvslid.

Sl

El- Validae Al

Ted Cross: Invalid

Signature

v&bn-ui:ug..»dl.,r;-" R

a Sgnature 15 il

S of Teund wla 1ok Aoprowd Tt List JAATL

Mescurract hee

Digitaliy sigred ry P o 24 on
Duatzzn bow 26 770543 18T 2012
Ramsoe: 156l Reason

| Signature Panel
e
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Annexure IV

Identifying Your System

Windows 0OS

Check Windows version:
e Right click My Computer/ This PC icon on desktop or start menu and select “Properties” tag.
e A screen appears displaying the OS Version is shown in Fig.A.4.1:

A System - o %
4 S+ ControlPanel + AllCertrel Panel hems » System wiB|  SemchConteol Parei A

Coemtrol Pane’ Home

@ Windows10

= e

Saspprent Il

Commputer ram, domain, rd warkgicus soltngs
DESKTOR- TOG L0 WP Change settings
DESTOR-TOGOAD

WORKGROUP
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MAC OS
Checking MAC version:

e Open the Terminal.
o Type the command “sw_vers”, and press enter (Fig.A.4.5), and the version of MAC will gets displayed
(marked in red color box).

® 0O e 2 nicsi_imac — -bash — 80x24
Last login: Tue Feb 5 11:34:28 on ttys0ee

[iMac:~ nicsi_imac$|sw_vers

ProductName: Mac U 2

ProductVersion: 16.13.6 |

BuildVersion: 1764815
iMac:~ nicsi_imac$ >f§

Fig.A.4.5
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Ubuntu OS

Checking Ubuntu version:
e Open the Terminal.
e Type the command “Isb_release -a”, press enter (Fig.A.4.7), and the version of Ubuntu will gets displayed

(marked in red color box).

pankaj@Ps: ~

File Edit View Search Terminal Help

pankaj@PsS:~S |lsb_release -a

No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 18.04.1 LTS

Release: 18.04
Codename: bionic
pankaj@Ps:~$S D

Fig.A.4.7
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